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Stopping breaches demands
faster incident response

2m7s
Fastest Recorded eCrime Breakout Time

Average Breakout Time – 62min
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Today’s SOCs struggle to keep up with
adversaries

Siloed data
and tools

Poor SIEM 
performance

Low-fidelity alerts and
intel

Manuel triage and
investigations

28% data 
growth

133% annual
growth in 

assets

EDR

Identity

SIEM SOAR

Intel



Rising attack sophistication amid a skills 
shortage

Adversary speed & 
sophistication

Cybersecurity 
skills gap

Attack surface sprawl & 
siloed data

Slow MTTD & MTTR



AI and automation is everywhere

Triage

Analyse

Scripting Incident 
response

Reporting

Correlation Suggestions
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VirusTotal

MISP

Any Source

Suspected 
Malicious 
Domain

Security 
Alert

The SOC Journey: From Basic Automation 
to AI in Cybersecurity



The SOC Journey: From Basic Automation 
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Add to 
Incident 
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The SOC Journey: From Basic Automation 
to AI in Cybersecurity
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